ACH Security Framework
FAQs
When does this Rule implement?
The implementation date for the ACH Security Framework is September 20, 2013. The Self‐
Assessment component would be applied to the 2014 Rules Compliance Audit cycle (i.e., for audits
to be completed by December 31, 2014).
Who is covered by this Rule?
This Rule applies to ODFIs, RDFIs, Non‐Consumer Originators and Third Party Service Providers,
including Third Party Senders.
Can my organization implement the ACH Security Framework now? Can my organization apply the
rule to all customer data?
ACH participants can implement this Framework sooner than the September 2013 effective date to
help mitigate risk. While this rule applies directly to the protection of consumer information, an
ACH participant may choose to cover business information as well. Many financial institutions
already have established business practices that address the security of all customer information in
a consistent manner.
Is it possible that my FI already meets the requirements for this Rule?
Yes. Your institution needs to assess whether it is in compliance with these responsibilities. Due to
current regulatory requirements, it is likely that your institution is already in compliance with this
Framework.
Can my FI establish more stringent requirements?
Yes. The rule addresses minimum security requirements for ACH data. Your institution can
implement additional requirements that may be appropriate to manage risk.
As an ODFI, does my institution have to modify my Origination Agreements to address the
Framework?
ODFIs should evaluate their agreements for this rule in the same manner as they evaluate any other
rules changes that affect origination obligations.
As an ODFI, does my organization have to audit my Originator’s compliance with this rule?
This is a business decision of the ODFI. The Rules do not establish specific oversight requirements for
ODFIs attempting to monitor and enforce the compliance with these provisions by their Originators,
Third‐Party Senders and other Third‐Party Service Providers. Instead, as with all other provisions of
the Rules, there is a requirement that ODFIs perform due diligence with respect to their Originators
and Third‐Party Senders that is sufficient to form a reasonable belief that the Originator or Third‐
Party Sender has the capacity to perform its obligations in conformance with the Rules. Such due
diligence should be risk‐based since the threats to the security of confidential ACH information vary
depending on the circumstances under which such information may be gathered and used. For

example, the risks posed by a small business Originator that uses the ACH principally to initiate ACH
credits for its internal direct deposit of payroll are very different from the risks posed by an
Originator that is an Internet‐based bill payment services provider handling payments for thousands
individuals. These risks also may shift over time with changing patterns of fraud and ACH usage.
Similarly, although there is no requirement in the Rules that an ODFI audit its Originators’
compliance with the Rules, the Rules provide ODFIs with the express right to perform such an audit
if warranted. Thus, the Rules leave to each ODFI the flexibility to determine the best approach to
oversight of the parties for which it provides access to the ACH network.
What is included in Protected Information?
The non‐public personal information, including financial information, of a natural person that is used
to create or contained within an Entry and any related addenda record.
Why does Protected Information only cover information of a natural person?
The definition of protected information focuses on a natural person to be consistent with regulatory
requirements.
What is an example of non‐financial information covered by this rule?
Non‐financial consumer information can include (but is not limited to) non‐financial account
information that is contained in addenda records for bill payment.
How does an ACH Participant determine if a method is commercially reasonable for establishing the
identity of an Originator or Third‐Party Sender?
A commercially reasonable system, technology, practice, or procedure is one that corresponds to
commonly‐accepted commercial practices among commonly situated parties conducting similar
types of transactions. The concept of commercial reasonableness means that a party, given the
facts of a specific transaction, acted in a way that other similar parties would have acted. Whether
a party has fulfilled its obligations to perform in a commercially reasonable manner is determined
based on an evaluation of the circumstances.
Does the requirement to have a commercially reasonable method to establish the identity of the
Originator or Third‐Party Sender apply at the time the relationship is entered into as opposed to at
the time of the origination of each entry or file?
Identity verification is required at the time the relationship is entered into between the ODFI and
Originator or Third‐Party Sender.
Can my audit be performed as part of our risk assessment or IT audit?
Yes, as long as the assessment or IT audit address the appropriate pieces of the Rule.
How do ACH participants comply with the ACH Security Framework?
Financial institutions should review their current processes, procedures, and practices for securing
ACH data, including a review of what they are doing to be in compliance with regulatory guidance.
FIs should assess whether any changes are necessary to ensure compliance with this Framework. FIs
should also determine how they will monitor their customer’s compliance and share their processes
with those clients.

